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The crime of electronic extortion
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Abstract:

This research aims to try to identify the crime of electronic extortion compared between
both the Saudi regulator as well as the UAE legislator, by addressing the concept of electronic
extortion, and the statement of the most important different types, and with mentioning the
most important causes and stages that it goes through, and clarifying the elements on which this
crime is based, whether the material element or the moral element or the legal element (legal),
and then clarify the penalties prescribed for it in the event of its commission by the
perpetrators, and a statement of ways to combat it, so the The problem of this research is to
show the adequacy of the legal provisions resulting from electronic extortion by referring to the

Saudi Information Crimes Law and the UAE Anti-Rumors and Electronic Crimes Law?

This research also reached several results, perhaps the most important of which is that
the material element has several forms, namely illegal entry, extortion and threats, as it turns
out that the Saudi regulator has shortened the criminal act by entering illegally to blackmail or
threaten the victim, unlike the UAE legislator, who did not limit it to that, and this crime is
considered a formal crime, while the moral element is the need for the availability of the general
criminal intent with the racism of science and will, and this is agreed upon by both, It also
provides the special criminal intent represented by the extortion's will to induce the victim to do
or refrain from doing an act, and each of them sets deterrent penalties for anyone who commits

this crime, whether original or non-original penalties.

In the light of these results, I have reached several recommendations, perhaps the most
important of which is the appeal to the Saudi regulator to develop a special provision to
increase the penalty in the event that the blackmailer threatens the victim with matters that
offend him with honor and consideration, as well as the UAE legislator to provide for criminal

contribution within its texts so that the perpetrators do not escape punishment.

Keywords: Electronic Extortion, Threats, Social networking sites, Electronic hacking,

Cybercrime.
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